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Safe Use of Digital Technologies and Online Environments 

Policy 
Purpose 
At Peak Sports & Learning, the safety, wellbeing, and privacy of children is our highest priority both 
in physical spaces and in online environments. We recognise that digital technologies are a valuable 
tool for learning, communication, documentation, and service operations. However, their use must 
always occur in a way that upholds children’s rights, maintains confidentiality, and complies with 
legislative requirements. 

This policy sets out how we create and maintain a safe digital culture that: 
• Protects children from harm, abuse, or exploitation when using digital technologies. 
• Ensures all images, videos, and digital content involving children are taken, used, stored, and 

destroyed in line with the Education and Care Services National Amendment Regulations 
2025 and the Australian Privacy Principles. 

• Clearly outlines requirements for obtaining and managing parental authorisations for 
capturing or sharing images and videos. 

• Governs the use of service-issued devices, children’s access to digital devices, and any 
optical surveillance equipment (e.g. CCTV) at the service. 

• Embeds the National Principles for Child Safe Organisations into all digital and online 
practices. 

• Our Service ensures compliance with the Education and Care Services (Supply, Authorisation 
and Use of Devices) Order 2025. 

By following this policy, we ensure that every interaction with digital technology—whether by staff, 
children, families, visitors, or volunteers—occurs within a safe, supervised, and respectful 
environment that supports children’s learning while safeguarding their privacy and wellbeing. 

Considerations 
Education and Care 
Services National 
Regulations 

National Quality 
Standard/s 

Other Service 
policies/documentation 

Other  

Law: 
Sections 162A, 165, 
166A, 167 
Regulations:12, 73, 
76, 84, 115, 122, 
123, 149, 155, 156, 
168, 168(2)(ha), 
170, 171, 172, 175, 
176, 181, 183, 184 

Child safe Standards 

Quality Area 2 – 
Children’s Health and 
Safety 

2.2, 2.2.1, 2.2.3  

Quality Area 7 – 
Governance and 
Leadership 

7.1.2  

 
- Student device agreement 
- Staff and family codes of 
conduct  
- Child Safe Environment Policy 
- Enrolment and Orientation 
Policy (including authorisations) 
- Communication with Families, 
Confidentiality, Governance and 
Management, Staffing Policies. 

- Education and Care 
Services (Supply, 
Authorisation and Use 
of Devices) Order 2025  
- NSW Department of 
Education BYOD policy 
and student Guidelines 
- My Time Our Place 
- Parent Handbook 
- Staff Handbook 
- Child Safe Standards 
/ National Principles 
for Child Safe 
Organisations 
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ROLES & RESPONSIBILITIES 
Approved Provider / Directors 

• Ensure the service complies with all requirements under the Education and Care Services 
National Law and Regulations, including Regulation 168(2)(ha) relating to the safe use of 
digital technologies and online environments. 

• Develop, approve, implement, and review the Safe Use of Digital Technologies and Online 
Environments Policy and associated procedures annually, or earlier if legislation or service 
practices change. 

• Allocate resources to support the safe, secure, and effective use of digital technologies, 
including staff training, secure systems, and appropriate filtering and security controls. 

• Ensure all electronic devices purchased and supplied for the Service are recorded using the 
Electronic Service-Supplied Device Form (mandatory for NSW services). 

• Develop, maintain and monitor an Electronic Device Register for all electronic devices 
purchased and used at the service, including service phones, tablets, laptops and any 
dashcam devices used in private transportation. 

• Ensure a record of revocation, return or disposal is documented for any electronic device no 
longer used at the Service, in accordance with record-keeping requirements. 

• Ensure appropriate risk assessments are conducted annually, or after incidents, for all digital 
technology and online environment use. 

• Authorise and document exemptions for the use of personal devices in line with policy. 
• Ensure the service meets its obligations under the Privacy Act 1988, the Australian Privacy 

Principles, and the Notifiable Data Breach Scheme. 
• Oversee compliance with requirements for dashcam use in transportation, ensuring 

recordings are: 
o Used solely for the safety and protection of children during transportation. 
o Reviewed only by the Approved Provider or relevant law enforcement in the event 

of an incident. 
o Automatically recorded over in line with privacy and storage timeframes. 

• Inform and engage families in policy updates and authorisation processes related to digital 
technologies. 

 
Nominated Supervisor / Service Support Manager (SSM) 

• Implement and monitor the Safe Use of Digital Technologies and Online Environments Policy 
at the service level. 

• Induct new staff, students, and volunteers on digital safety expectations, including 
restrictions on personal device use. 

• Ensure parental authorisations for taking, using, storing, and destroying images/videos are 
obtained, recorded, and maintained. 

• Ensure all staff are aware of and adhere to procedures for using service-issued devices, 
supervising children’s device use, and managing online environments. 

• Supervise and support staff to implement child-safe online practices, including educating 
children on safe technology use. 

• Conduct and document regular audits of device usage, storage, and security controls. 
• Promptly report any suspected or confirmed data breaches to the Approved Provider and 

follow the Notifiable Data Breach process. 
• Where applicable, ensure dashcam recordings are accessed only if required for an incident 

review and are otherwise left to automatically overwrite. 
• Liaise with external agencies such as the eSafety Commissioner, police, or child protection 

authorities when required. 
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Responsible Persons 

• Oversee daily operations in line with this policy when acting in charge of the service. 
• Maintain active supervision whenever children are using digital devices or accessing online 

environments. 
• Ensure only service-issued devices are used for capturing or storing children’s 

images/videos. 
• Securely store devices and digital content in accordance with policy and procedures. 
• Report any breaches, unsafe practices, or concerning online interactions immediately to the 

Nominated Supervisor or SSM. 
• Support staff to manage children’s screen time within recommended limits. 

 

Educators 
• Follow the Safe Use of Digital Technologies and Online Environments Policy and related 

procedures at all times. 
• Actively supervise children during all use of digital devices and online environments, 

ensuring usage is age-appropriate and safe. 
• Use only service-issued devices to take images/videos of children and store these securely as 

per policy. 
• Seek both child Assent (where appropriate) and parental authorisation before capturing 

images/videos. 
• Ensure no transfer of images/videos to personal devices or unauthorised platforms. 
• Educate children about online safety in age-appropriate ways, encouraging them to report 

anything that makes them feel unsafe or uncomfortable. 
• Keep all passwords secure and confidential; log out of systems after use. 
• Report any suspected online abuse, cyberbullying, or breaches of policy to the Responsible 

Person or Nominated Supervisor immediately. 
 
Families 

• Follow the service’s policy regarding device use, including not taking photographs or videos 
of children other than their own while on the premises. 

• Provide or update written authorisations for taking, using, storing, and destroying 
images/videos of their child as required. 

• Support safe technology practices by discussing online safety at home and respecting the 
privacy of other children and families. 

 

Visitors / Volunteers / External Professionals 
• Comply with the service’s Safe Use of Digital Technologies and Online Environments Policy at 

all times. 
• Do not use personal devices to capture images or videos of children. 
• Where authorised for observation/documentation purposes, obtain written consent from 

parents/guardians before taking any images or videos. 
• Report any concerns regarding child safety or digital technology use to the Nominated 

Supervisor or Responsible Person. 
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PROCEDURES 
These procedures outline how Peak Sports & Learning will meet the requirements of Regulation 
168(2)(ha) for the safe use of digital technologies and online environments in Outside School Hours 
Care services. 

1. Taking, Use, Storage, and Destruction of Images and Videos of Children 
• Photos and videos will only be taken in connection with documenting children’s learning 

experiences, achievements, and participation in the program. 
• The focus of images should be on the learning, activity, or achievement rather than simply 

portraits of children. 
• Only service-issued devices may be used to capture images or videos. 
• All service-issued devices used for image/video capture must have password and/or PIN 

protection to prevent unauthorised access. 
• Images and videos must only be taken for approved purposes, such as: 

o Documenting children’s learning and development. 
o Supporting program evaluation and planning. 
o Incident or behaviour reporting (where appropriate). 
o Approved promotional or communication purposes. 

• Peak uses Storypark as its secure online platform for sharing stories, images, and videos with 
families. All content shared on Storypark will follow safe and respectful digital practice, in 
line with community-led digital safety principles. 

• Images and videos will be stored securely on service-issued devices until used for their 
intended purpose, then deleted. 

• Images and videos will be securely deleted from service devices after 12 months, unless 
required for documenting children’s learning and development. In those cases, they will be 
retained in accordance with record-keeping requirements for three years after the child’s 
last day of attendance before being securely destroyed. 

• Where parental authorisation is withdrawn, all images/videos of that child will be securely 
deleted from service devices and platforms. 

• No images or videos may be transferred to personal devices, personal storage accounts, or 
unauthorised platforms. 

 

2. Obtaining Authorisation from Parents and Guardians 
• Parental/guardian authorisation is required before any image or video of a child is taken, 

used, stored, or shared by the service. 
• Authorisation is collected upon enrolment and can be updated at any time upon request by 

the parent/guardian. 
• The enrolment form in Fullybooked records permission for the following four (4) scenarios: 

1. Photographing and/or video recording the child at the service for the purpose of 
documenting learning experiences. 

2. Storing and sharing the child’s image, sound, or video recording in hard copy or 
digitally across the school and service (e.g., newsletters, visual displays, emails to 
families). 

3. Storing and sharing the child’s image, sound, or video recording digitally on social 
media. 

4. Using photographs and video recordings in Peak Sports & Learning Pty Ltd 
professional educational material for training purposes, internal and external 
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advertising, and marketing (including print media, web content, social media, and 
electronic media). 

 
Special Permission Requirements 
Separate written permission will be sought from parents/guardians when: 

• Photographs are intended for promotional purposes that may be viewed by people outside 
the local community. 

• Educators or trainee educators request to use photographs for assignments. 
• Anyone other than an educator requests to take photographs of children while at the service 

(e.g., a professional photographer for Peak’s promotional purposes, or a visitor operating an 
in-service activity/excursion for their own promotional purposes). 

If a parent authorises their child to be photographed by anyone other than a staff member or 
educator, the service does not accept responsibility for the distribution or use of any photograph 
taken. 
 
Respecting Families’ and Children’s Wishes 

• The service will respect the wishes of families who do not authorise photographs or videos 
of their child. 

• Educators will ensure these children are not photographed while in attendance. This may 
require: 

o Excluding the child from group situations where photographs or videos will be taken, 
or 

o Editing any image to cover their face and prevent recognition before sharing. 
• In addition to parental authorisation, children’s assent (age-appropriate agreement) will be 

sought before taking their image or video. Children have the right to decline being 
photographed or filmed, even if prior parental permission has been provided. 

• Educators will model and encourage respect for a child’s right to say “no” to having their 
image or video taken. 

• NB. Children’s Assent - Even when a parent or guardian has provided consent for 
photographs or videos, Peak will always seek the child’s own agreement (assent) before 
capturing their image. This means educators will check that the child is comfortable and 
willing at the time, using age-appropriate language. If a child declines, their choice will be 
respected and no image or video will be taken, regardless of prior parental consent. 

 
Use of Equipment 

• Employees of Peak Sports & Learning are only permitted to photograph children using 
service-owned equipment. Personal devices, including those capable of taking photos or 
videos, must not be used. 

 

3. Use of Any Optical Surveillance Device 
• Peak does not use fixed CCTV in its services. 
• At services where private transport is used, inward-facing dashcams may operate for safety 

and incident review purposes during journeys. 
• Dashcam footage: 

o Is recorded over automatically after a set period. 
o Is only accessed by the Approved Provider or law enforcement in the event of an 

incident. 
o Is not monitored live during transport. 
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• Families will be informed of dashcam use where applicable via enrolment documentation or 
excursion consent forms. 

 

4. Use of Any Digital Device Issued by the Service 
Service-Issued Devices 

• Peak services are generally equipped with a service phone, tablet, and laptop for operational 
and program use. 

• All service-issued devices will be clearly labelled or stickered to identify them as Peak Sports 
& Learning property. 

• Devices include, but are not limited to: cameras, tablets, laptops, service phones, walkie 
talkies, and (where applicable) dashcams used in private transport. 

• Educators will primarily use walkie talkies for day-to-day communication across the service. 
 
Service-supplied or issued devices must be configured to comply with Service policies and 
procedures as outlined within this policy. 
The Service will maintain records of all electronic service-supplied devices, including: 

o the date of supply 
o type of device 
o make and model 
o serial number (where applicable) 
o name and signature of the Approved Provider (or delegate) supplying the device 
o a declaration confirming the device is configured to operate in line with this policy 

• Where a service-issued device is no longer in use, a record of revocation, return or disposal 
will be documented in accordance with record-keeping requirements. 

• Records relating to the supply or issue of electronic devices, including registers of use 
Service-supplied or issued device is to be stored securely for a period of 3 years from the 
date the record was made. 

 
Service-issued devices must: 

• remain on site at all times unless approval has been granted for use during excursions, 
transportation, or operational transfers to another Peak centre (e.g. Vacation Care) 

• be password- and/or PIN-protected where applicable 
• be used only for work-related purposes in line with service policies 
• be recorded in the Electronic Device Register 

 
Exemptions for Personal Device Use 
Personal devices capable of capable of capturing, storing or transmitting images must not be used at 
the service unless a written exemption is approved by the Approved Provider or delegate. 
 
Exemptions are limited to essential purposes other than taking images or recording videos of 
children, including: 

• Communication in an emergency situation (e.g., lost child, injury to a child or staff member, 
lockdown, evacuation). 

• Personal health requirements (e.g., heart monitoring, blood sugar level monitoring). 
• Disability-related communication needs. 
• Family necessity (e.g., contact due to an ill or dying family member). 
• Technology failure (e.g., temporary outage of service-issued devices). 
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• Local emergency events requiring immediate alerts (e.g., bushfire evacuation text 
notification). 

 
Exemptions for prescribed circumstances must be reviewed every 3 months. Written authorisations 
must be retained for a period of 3 years. An additional prescribed circumstances may apply if a 
Service-supplied or issued device stops working and another device is temporarily required. 
Approved providers may revoke authorisations as required, ensuring that all revocations are 
properly documented.  
 
Consistency with Other Policies 

• All use of service-issued and personal devices under exemption must be consistent with the 
Personal Device Policy and other related Peak policies, including those on privacy, 
supervision, and the taking and storage of images. 

• Any breach of these requirements may result in disciplinary action in accordance with the 
Personal Device Policy. 

 
5. Use of Digital Devices by Children 

• Peak Sports & Learning prioritises active play, sports, and social interaction as the 
foundation of our programs. 

• Technology use is discouraged unless it is for homework or educational purposes. 
• Educators will provide opportunities for children to use service devices (e.g., computers, 

tablets, centre phone) under close supervision during programmed learning activities. 
 
Homework and Educational Use 

• Some schools provide homework in a digital form. In these cases, children may use their 
own device, a school-issued device, or a service device only during scheduled homework 
time and under educator supervision. 

• Children who bring their own device for homework must complete a Student Social Media 
and Device Agreement with staff. Parents will be asked to provide written permission and to 
reinforce the terms of this agreement. 

• All devices used for homework must have Safe Search parental controls enabled (e.g., 
CleanBrowsing for iOS, Private DNS for Android). 

 
Children with Additional Needs 

• For some children, the use of devices for limited screen time can be an appropriate strategy. 
In consultation with the child’s family, individual children may be given access to their own 
device or a service device for a maximum of 30 minutes per day. 

• Such arrangements will be documented and approved by the Nominated Supervisor. 
 
Safety and Supervision 

• All devices accessible to children will have parental controls enabled to prevent exposure to 
inappropriate content. 

• Devices may only be used in designated supervised areas. 
• If a child is inadvertently exposed to inappropriate content, staff will respond promptly, 

provide reassurance and support, and inform the child’s family. 
• Children will be encouraged to speak with an educator if they see, receive, or experience 

anything online that makes them feel uncomfortable, unsafe, or upset. 
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Child Protection Obligations 
• Every reasonable precaution will be taken to protect children from harm and hazard, 

including while using digital technologies and online environments. 
• Educators will identify and respond in a timely and effective manner to any child at risk of, or 

experiencing, abuse or maltreatment through digital means. 
• Where required, the service will notify relevant child protection authorities, the police, 

and/or the Regulatory Authority. 
 
Device Storage and Security 

• While Peak cannot be held responsible for damage to or theft of personal devices brought 
into the service, every effort will be made to store them securely. 

• Children should inform an educator when they bring a device so that it can be placed in the 
most secure location available, as determined in the site induction. 

 
Prohibited Use 

• Mobile phones and smart watches brought by children must remain in their school bag and 
are not to be used in the service. 

• Children may not take photos or videos of other children. 
• Children are to communicate with parents, when necessary, through the Peak service phone 

with educator approval. 
 

6. Use of Photographic and Video Images of Children 
Where all policy requirements are met, and parental/guardian authorisation has been obtained, 
Peak may use and publish photographs and videos of children in the following ways: 

Storypark 
• Storypark is a secure, private online platform that enables educators and families to record, 

share, and extend children’s learning. 
• Children’s development is documented through photos, videos, and notes relating to 

individual children or group experiences. 
• Only authorised staff can post to Storypark, and all content is password-protected. 

 
Family Newsletters 

• Peak uses MailChimp to email service-specific newsletters to families. 
• Newsletters may include photos of children to communicate learning experiences and 

program highlights. 
• Photos are used only with prior authorisation and are shared with enrolled families via a 

secure mailing list. 
 
Social Networking Websites – Facebook and Instagram 

• Peak maintains official Facebook and Instagram pages to connect with families and the local 
community. 

• Social media complements, but does not replace, existing family communication methods. 
• Names or recognisable images of children, visitors, or family members will not be posted 

without permission. 
• Generally, images will be in group settings or taken from behind to avoid clear facial 

recognition. 
• Content may include: 
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o Service notices and reminders. 
o Promotion of service and community events. 
o Invitations for family input into programs. 
o Health and wellbeing resources. 
o Photographs of daily activities and the environment. 

 
Peak Sports and Learning Website 

• Peak’s website provides enrolment access and service information. 
• Website content may include: 

o Links and resources for families. 
o Photographs of children participating in programs, service environments, and 

activities. 
 
Marketing Purposes 

• Peak may use print and digital media for advertising or promotional purposes. 
• Special written permission will be obtained where: 

o A child is the main subject of promotional material intended for a public audience. 
o Anyone other than Peak educators captures the images (e.g., professional 

photographer, excursion provider). 
 
Training and Development 

• Photos and videos may be used in professional training and development materials for Peak 
staff. 

• Special permission will be obtained where images are captured by anyone other than Peak 
educators. 

 

Breach of Policy  
• Peak staff members or educators who fail to comply with this policy may be in breach of 

their terms of employment and could face disciplinary action, which may include verbal or 
written warnings, suspension, or termination of employment. 

• Visitors or volunteers who do not comply with this policy may have their engagement with 
Peak ended immediately. 

• Family members who fail to follow this policy may place their child’s enrolment at risk and 
may have their access to Peak’s OSHC service restricted or withdrawn. 
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Version Control Table 
 

Version 
Control 

Date Released Next Review Approved by Amendment  

1  

  

August 2025 August 2026 Directors  Created in line with new 
legislation, specifically 
168(2)(ha). 

Deletion and replaces Use of 
Photographic and Video 
Images of Children and Social 
Media and Digital Technology 
Policy.  

2 December 2025 December 2026 Directors Policy updated to ensure 
compliance with the 
Education and Care Services 
(Supply, Authorisation and 
Use of Devices) Order 2025, 
effective 6 November 2025. 

Clarified requirements for 
service-supplied digital 
devices, configuration 
standards, authorisation, 
record-keeping, and 
revocation processes. 

3 February 2026 February 2027 Directors Updates to references of 
Personal Devices – Section 4: 
Removal of smartwatches. 
Educator use of personal 
devices is governed by the HR 
Personal Device Policy. 
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